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After successfully completing the C@CM course, you will be able to:

Metacognitive Objectives

· Use electronic resources effectively to support your learning

· Assess your capabilities (in digital citizenship, information literacy, safe computing, and electronic tools) relative to stated objectives 

· Recognize appropriate study strategies in particular situations

Responsible Computing Objectives

Computing Privileges and Responsibilities

Summarize your privileges and responsibilities as a member of Carnegie Mellon’s computing community. 

· Summarize aspects of the University computing policy and guidelines that are likely to impact your life.

· Identify appropriate behaviors and consequences in commonly encountered situations governed by the university computing policy and guidelines
· Describe the range of penalties for misuse of computing resources

· 
· Given common potential security compromise scenarios, identify your obligations for response and reporting

· Recognize inappropriate behavior with regard to the use of computing resources
· Define quota as a rationing of shared resources and identify resources to which a quota may apply.
Protecting Information and Resources

Predict the impact of specific activities on the confidentiality, integrity and availability of university and personal resources and recommend appropriate actions based on those predictions. 

· Identify risks to the CIA of your personal information and resources

· Describe specific risks to the CIA of university resources that result from common student behaviors

· Identify best and risky practices for protecting the CIA of your personal information.
Copyright , Sharing and Digital Content
Identify appropriate (and inappropriate) use of sharing digital content, and recognize some of the most common consequences of misuse.
Summarize the aspects of the university copyright policy that relate to common misuses of file sharing

· Define P2P and identify common inappropriate uses of file sharing technology as it relates to copyright law
· Summarize your and the university’s obligations under the DMCA (Digital Millennium Copyright Act) and the Higher Education Copyright Act
· Describe the penalties for being the target of a DMCA notice
· Identify legal alternatives for file sharing
Information Literacy Objectives

Navigating the Library Website

Locate and operate useful tools and resources on the University Libraries website, including:

· VPN

· Catalog (CAMEO)
· List of databases (A to Z and by subject)

· E-reserves (Course Reserves)
· Interlibrary Loan
· Ask a librarian  (Ask Andy)

Understanding the Information Universe

Distinguish differences in the structure of the web and academic databases, and identify effective ways to use each. 

· Compare web to academic databases in terms of: 

· Quantity of information 

· Selectivity

· Open or restricted access

· Percentage of academic content

· Explain how you would use web and academic database resources for specific purposes, including: 

· Getting started and exploring a topic

· Finding back ground information

· Finding specific facts

· Finding journal articles in a field

· Finding older materials

· Finding books.

Conducting Searches

Search effectively for information on the web and in academic databases. 

· Identify preliminary search terms and refine search terms (e.g., thesaurus for alternative wording)

· Conduct simple and advanced searches
· Use Boolean operators to narrow and broaden a search

· Find full-text resources and identify strategies for finding sources if full-text versions are not available.

· Differentiate appropriate strategies for web searches and academic database searches

Evaluating Sources

Critically evaluate sources:

· Identify information in Web and academic sources pertaining to:
· Authorship
· Currency
· Scope
· Purpose
· Professionalism
· Evaluate and select sources in relation to particular research goals and objectives, recognizing that all sources have biases and limitations.
Citing Sources

Identify reasons, contexts, and formats for appropriately citing sources.

· Identify reasons for using citations in academic writing, such as: 

· Giving credit

· Allowing for verification and follow-up

· Communicating the origin of ideas and quotes to reader

· Recognize when citing sources is and is not warranted.
· Identify broad types of citations and the kinds of information they contain.
· Recognize that citation conventions vary by field
· Identify ways to determine appropriate citation conventions (ask instructor, consult disciplinary sources, consult manuals of style).
Safe Computing Objectives

Secure Computing

Identify security risks and ways to protect yourself against them (e.g. malware, spyware, viruses, anti-virus, spam practices, checking alerts)

· Identify specific types of security threats

· Take steps to protect information on a wireless network

· Recognize social engineering and phishing attacks, and determine an appropriate response in a given scenario

· Recognize the symptoms of compromised resources and recommend appropriate responses:

· List immediate steps in case of compromise

· Report possible incidents
· Identify the risks involved in using social networking sites and describe best practices for avoiding likely problems.
Appropriately apply tools and security practices to protect personal and university computing assets

· Identify characteristics of a strong password

· Describe the risks of not using a strong password

· Characterize types of browsing as safe or unsafe
· Locate available security tools 

· Install and update software, including:

· System configurations

· Antivirus software

· Application updates

· Receive and interpret university security alerts

· Characterize general approaches to information security and identify basic steps to personally protect against threats
Identify aspects of your online presence that are most susceptible to risk or compromise and characterize appropriate responses to these threats.
· Define what constitutes Personally Identifying information (PII)
· Identify specific risks of compromised PII data to yourself and others.
· Identify risky and best practices for maintaining PII integrity/confidentiality

· Summarize vectors for identity theft

· Define the steps you must take if your identity is stolen
· Identify the risks to your personal information involved in using social networking sites and describe best practices for avoiding likely problems.
Keeping Things Running Smoothly*
Outline basic steps to administer and maintain your computer, including:

· List best practices for maintaining your OS
· Identify common utilities and diagnostic tools for your OS

· Define “driver”

· Diagnose a potential problem or compromise based on commonly encountered symptoms and recommend an appropriate response.
· Locate campus resources for additional help.
*this entire objective is pending advice from HC and may be eliminated (scope and resource question)
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Effective Computing
Cluster Learning Objectives

Cluster Resources

Locate the resources provided by Cluster Services and select appropriate resources in common scenarios, (Clusters, Web stations, CFA Lending, sound editing and Academic Software) [Full]
· Reserve and request resources [Light]
· Outline process for getting help and reporting problems [Light]
Andrew Printing

Print to an Andrew print queue from a Cluster machine or personal computer
· Locate resources to configure a personal computer for printing to an Andrew print queue [Light]

· Select an appropriate print queue for common print jobs [Full]
· Monitor print quota [Full]
File Storage & Sharing

Demonstrate basic file management principles, including:

· Monitor quota usage and describe strategies for quota management [Full]
Store and share files using Carnegie Mellon storage resources:

· Select appropriate options for scenarios you are likely to encounter (AFS, MyFiles, Temp) [Full]
· Store and share files using the necessary tools (FTP/Fetch/SSH/Terminal, Windows/Mac OS) [Full]
· MSW: Publish personal files to the web using AFS
Other Tools Learning Objectives

Bandwidth

Summarize appropriate uses of Carnegie Mellon’s wired and wireless networks, including:

· Describe bandwidth guidelines and enforcement procedures [Full]
· Monitor network bandwidth usage (light) 

· Identify common causes for bandwidth violations  (malicious attacks, games, streaming music/video, downloads) [Full]
Communication

Send and receive information using Carnegie Mellon’s communications tools, including

· Monitoring and managing Andrew email quota [Light]
· Setting forwarding features [Light]

· Creating a CMU Name [Light]

· Subscribing to and managing mailing list subscriptions [Light]

· Subscribe to the Emergency Alert service. [Light]
Enrollment Services

Locate and operate the commonly needed resources provided by Enrollment Services, including:

· Scheduling tools (includes Faculty Course Evaluations, Academic Audit, Course Information Online and Schedule of Classes) [Full]
· Contact, enrollment and financial information [Light]
Blackboard

Use Blackboard to complete work for academic courses, including:
· Submit appropriately named and formatted files using the Assignment and Digital Dropbox tools [Full]
· Collaborate with classmates using the discussion board, group pages, chat and email tools [Light]
· Troubleshoot and seek assistance for common problems [Light]
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